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FREQUENTLY ASKED QUESTIONS 
Armor Data Center Move 
Last Updated: May 26, 2020 

 
1. Why is Armor changing data centers? 

Armor currently uses several data center providers and we are consolidating to one. This change will 
upgrade your infrastructure and will result in faster resolution of requested changes and any other 
requests.   

 
2. What is the level of the new data centers? 

All of the new datacenters are at least a Level 3. 
 
All datacenters have N+1 redundancy or greater across all the major infrastructure systems including 
generators, UPSs, chillers, and air handlers; minimizing single points of failure and maintaining proper 
floor loading. 

 
3. Can we visit the new data centers? 

Yes, you may visit the new data centers. Please contact us. 
 

4. What should I expect during the move? 
During a scheduled maintenance window, we will hot transfer your virtual machine workloads to the new 
datacenter. During the move, you will still have access to your environment.  
 

5. How long with the move take and is there going to be any downtime? 
After extensive testing, we expect that 90% of our customers will move to the new datacenter within the 
four-hour maintenance window with no downtime.  

 
6. Will my IP Addresses Change? 

No, your IPs will not change. 
 

7. Will I be able to access my virtual machines during the data center move? 
Yes. However, it is not recommended that you make any changes during the move. Your VPN session may 
be interrupted during the migration. 
 

8. What happens to my SSL VPN and L2L VPN connections during and after the move? 
During your move, if you are on VPN you should expect a disconnection when your Edge Services Gateway 
(ESG) is moved. SSL VPN connections will need to be re-established. However, L2L connections will 
automatically re-establish. 
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9. Will I be able to access my account via AMP during the move? 

Yes, but you should refrain from making any infrastructure/VM changes during the move. 
 

10. Do I need to make changes to my firewall rules? 
No changes will be needed to firewall rules. We do not recommend making any changes during the move. 
 

11. Do I need to do anything, i.e. upgrading OS or refreshing servers? 
No, you do not need to make any changes to your OS or refresh servers because of this move.   

 
12. Will Armor provide the same compliance?  

Yes, the compliance we provide will not change. This includes support for HIPAA, PCI, and any other 
frameworks you depend on Armor to support. 
 

13. Is my monthly invoice going to increase? 
There are no pricing changes with this datacenter move. 
 

14. What are the supported operating systems? 
There are no changes to the supported operating system.  
 

15. What about my collocated equipment? 
If you have collocated equipment, we will contact you about your move timing. 

 
16. What about my jumbo virtual machines or if I process a lot of data? 

If your company utilizes large storage capacity on a single VM in excess of 6TB, we will contact you about 
your move timing. 
 

17. What if my environment straddles two data centers? Will my data stay in sync?  
Yes, your data will stay in sync. 
 

18. What should I do if I experience issues during or after the migration? 
Customers experiencing issues during or after the migration should contact the Armor Support team. 

 
19. In the case of a problem with the move, do you have roll-back plans? 

Yes, we have a process in place to roll-back if needed.   
 

20. Will I be able to pick my maintenance window for the move? 
Due to the number of Armor customers that are being moved, we have strategically grouped customers 
by data center. Please contact us with concerns. 
 

21. What can I do to minimize any risk during the move? 
To minimize risk, we recommend not making changes to your environment seven days before your 
maintenance window to aid with troubleshooting, if needed.  

 
22. What type of resources will I need on my side to support this? 
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We do not expect you will need extensive testing or migration support during or after the move. However, 
you are welcome to test your environment after the move as you would with any change. 
 

23. Is Armor moving away from the secure hosting/infrastructure business? 
No, this move strengthens our secure hosting and infrastructure business. We will continue to grow this 
portion of our business and are excited to upgrade our infrastructure.   
 

 


